c3group
C3 Security Awareness Training
Because you’re only as strong as your weakest link.

TRAIN YOUR STAFF TO PROTECT THEMSELVES, AND YOUR BUSINESS.
The reality of cybercrime is that end users (a.k.a your staff) are your first line of defence, and unfortunately in most
cases, they’re also your weakest security link. Cyber security is complex, and while it’s imperative to have a
comprehensive security solution in place, there is no 100% guaranteed protection. So in the off-chance that
something slips through the cracks and ends up in your staff members inbox, wouldn’t you want the peace-of-mind
that they’re trained to identify the warning signs of suspicious activity, so they can help keep your business safe?

Introducing Security Awareness Training (SAT):
SAT was developed in a move to empower business owners to educate their staff in an effort to
strengthen their overall cyber security approach. With SAT, you can run company-wide security
campaigns which include fake phishing emails, prompting users to click fake ‘malicious’ links, input
their private credentials into fake ‘log-ins’, or open fake ‘dangeous attachments’ they shouldn’t. These
campaigns allow you to see weak areas of your organisations security structure, allowing you to target
your efforts appropriately. All campaigns can be set up to lead users straight to short training modules,
to help instill a cautious, educated approach to dealing with any email that comes into their inboxes.
With all results from each campaign and training module available for your viewing, you can run
on-going campaigns to view improvements in your staffs vigilence, and integrate this training as part of
your staff onboarding process. With over 140 different types of phishing campaigns to choose from, we
are able to customise your company’s approach to these campaigns, to ensure they’re in line with the
time of the year (i.e. tax time), and your industry (i.e. healthcare or accounting specific etc.).

How the process works:

1. We play cybercriminal and set up a
fake campaign to send to either
selected staff, or your entire
workplace.

2. Your staff are put to the test - who
can tell it’s a scam and deletes it?
Who goes ahead and clicks on the
prompt?

3. Your staff can automatically be
sent to security training, and the
results are presented to you in a
report to see areas of weakness.

We recommend running frequent campaigns (at least once a month) with different tactics, to ensure your staff
remain vigilent and knowledgable when it comes to cybercrime. You’re not only protecting your business, you’re
also helping your staff better understand the signs of cybercrime for their home and personal use.
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Phishing emails are convincing.
Check out these real-world examples:
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THE HIGH COST OF A FAKE INVOICE
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Everyone is at risk of phishing attacks - no matter how big or small your company is. Contact our team today
about
training
staff
to be your company’s best defence against modern threats.
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