
End-Users: The Real Heroes of Cybercrime

A complete awareness guide to help equip you with the knowledge you need to 

beat cybercriminals. These tips will help you recognise signs of cybercrime, allowing you to exercise 

caution when using technology both at home and in the office!
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Think the heading above contradicts itself? Stay with us for a moment...

 

It's no longer a matter of 'if', but 'when' you'll be targeted by cybercriminals. So with that in mind, 

there is a critical need to think about what, above all cybersecurity solutions, you as an end-user 

have control of. The answer to that is: quite a lot! As an end-user, you have the ability to enforce 

security and cautiousness with everything you do on a device. Whether you're in the office or at 

home checking your emails, browsing the internet or online shopping - you are ultimately in 

control. So even though attacks on your systems are very likely to happen, we're going to get 

you to a point where you'll be able to exercise caution in all you do, giving you the power 

to recognise a problem and stop an attack before it strikes! 

 

What's important to understand with cybercrime, is that in this day and age, there is never a way 

we can be 'completely' secure - the constant evolution and advancement in technology means 

new versions of malware are created every day, and cybercriminals consistently find ways 

around current security solutions; and even with security vendors continually attempting to keep

up with this, the dynamic nature of it all means there is no 100% guarantee for protection. 

 

In the end, wherever the attack is being executed from, it is likely that the end-user will have 

ultimate control over letting that malware in (unknowingly, of course) - whether that be by way of 

clicking a link in an email, going to a seemingly legitimate website, or entering personal details 

where they shouldn't; the list goes on. 

 

But don't worry - there's hope! All users can be their own heroes in stopping cybercrime; all it 

takes is proactive and mindful actions. This guide is designed to help with that, in: 

 

Educating end-users to recognise warning signs of potential attacks; 

Equipping end-users with simple, cost and hassle free ways to better protect their 

systems (not just in the office, but at home too); and

Teaching end-users ways to combat infections, should the worst case occur and 

a cyber-attack is successful. 

Protection Against the Inevitable
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Some people don't realise that cybercriminals don't exist solely online - they are able

to strategically enter the workplace and collect data and/or confidential 

information at any given time. Attacks such as these are easily avoidable with 

security measures that you can implement right now.

First Things First: 

What You Can Do Offline To Enforce 

Greater Security In Your Workplace

Keep your workspace tidy:  

Arguably the simplest tactic, yet it's often overlooked. Keeping your workspace tidy ensures nothing is left out in the 

open that shouldn't be - we're talking about things like sensitive documents, USB drives, smartphones and other 

devices. Think about it, if these were to end up in the wrong hands, everything you have stored 

on them would be accessible by anyone. 

Always lock your computer when you step away from your desk: 

On a Windows system, it's as simple as Windows + 'L'. Any passer by's can quickly gain access to your systems and do 

what they please with the information stored on your computer - and chances are, you won't even notice anything out of 

the ordinary, until it's too late. Just press the 'Windows' key + 'L'. 

Dispose of documents correctly:

Typically, most company's printed documents are sensitive, don't take the risk - it's important that you shred 

all documents before putting them in the recycling / trash. It might sound extreme, but you can never be too careful. 

Clean up after yourself: 

Whiteboards in meeting rooms often house information that is likely sensitive to your business, and therefore damaging 

if in the hands of others. Always erase notes after working on whiteboards.

Tips:
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The Strength of Passwords

 
Try software that both generates and stores 

your login details for you! 

Tip:

Passwords are used to gain access to just about everything you use digitally - to open your 

phone or computer, check your emails, look at social media and even access bank accounts. 

It's not uncommon that we see people using the same two or three passwords in rotation, or 

changed ever so slightly, so they can keep track of what their passwords are. This approach to 

setting passwords is very risky. If a cybercriminal cracks one password, they are likely to figure 

out your others very soon. If your email is compromised, almost any other platform you use with 

that email address can be accessed via a 'reset password' request, the cybercriminal then has 

full access to whatever they want. Since the passwords you use house sensitive data, funds and 

personal information, the stakes are very high when it comes to setting a strong password that 

gives you maximum security. Here are some tips for setting up passwords:

Our recommendations are safe, and free! 

Check out: KeePass, LastPass, 1Password 

Or for a more comprehensive solution, ask about C3 

PasswordVault.

Create passwords that are at least 8 characters long;

Include upper and lower case letters, symbols and numbers;

Avoid using personal information like middle names, birthdates etc.;

Differentiate your passwords between different platforms; and

Change your passwords at least every 90 days (the more frequent the  

changes, the better!).

Here's something that might make creating a password that coheres to the tips 

above, a little easier. Try to come up with a sentence or phrase that you'll 

remember; one that includes numbers and symbols. For example: 

My first car was a Toyota. It cost me $3500. 

Your password would end up being: MfcwaT.Icm$3500. 

When you create new passwords, if you have to store it somewhere, 

be sure to do so in a safe, private location, not just on a sticky note 

at your desk area, or on a piece of paper in your wallet or purse. 

A more appropriate place might be a secure password vault. 
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Email Security

Being that they are the most commonly used delivery path for malware attempts, emails are arguably today's #1 security threat. Spam is something 

that people used to consider a mere annoyance; nowadays however, the capabilities of spam emails have progressed to infecting users with spyware, 

keystroke loggers, malware & more. If these attempts are successful, they can result in damage beyond belief to businesses who are not properly protected 

- even causing complete loss of critical & confidential business data. 

 

Perhaps the greatest positive when looking at email security, is that everything that happens once emails are delivered, is completely in the users control - 

everything that is clicked, downloaded and so on, needs to be carried out manually. Most companies are likely to have an email security solution, which 

should filter out emails with malicious content, however if that fails, and a compromised email does get passed that security, there are plenty of signs users 

can look out for to determine if the email received is malicious.

Tips on how to spot spam:

1.

2.

3.

4.

The example above is addressed from National Australia Bank 

(NAB). In this case, the recipient is not associated with this 

company whatsoever - we have seen this tactic used many times 

before, including cybercriminals claiming to be AGL Energy, 

Australia Post & ANZ Bank - all in the hope of gaining your 

attention. If you receive an email from a company you are not 

associated with, it is likely that it contains malicious content/links. 

You should delete the email immediately. If you're ever concerned 

about an emails legitimacy, ALWAYS contact the company directly

to verify this before acting on it.

If this email was from NAB, the senders email address should end in

nab.com.au - any other company would follow the same 

guidelines, for example, AGL Energy would have an email address 

of example@agl.com.au, and so on. The senders email address 

will be a red flag to a suspicious email.  

When the link in a malicious email is clicked, the virus it is carrying 

is deployed. You should always hover over any link before actually 

clicking on it, to see where you're about to be taken. Here, we 

should see a link to the NAB website, but instead, when we hover 

over the link, that's not the case. We would not proceed to this site. 

The other way of receiving viruses in an email, is through 

attachments. Viruses carried through attachments are usually in the 

form of .zip or .doc files, however, some advanced attacks have 

seen viruses attached to .pdf documents too. Unlike the way you 

can hover over links to validate them, there are unfortunately no 

easy ways to check the safety of attachments before opening them. 

We would advise that in addition to our previous tips, you use your 

discretion to validate the name and type of the attachment - this 

example shows that the attachment name looks suspicious, by its 

use of unnecessary characters & numbers at the end of the file 

name. We also wouldn’t expect an invoice to be in a .zip file. Call 

your IT Providers and ask them to validate the legitimacy of emails 

and attachments before clicking or downloading anything. 
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Secure Browsing

Browsing cautiously by being mindful and employing additional 

preventative techniques will lend a hand to keeping you and your 

company safe. 

The capabilities of cybercriminals when it comes to collecting 

information and executing viruses online is unfathomable. Attackers 

can not only gain access to your information by way of keystroke 

logging, or intercepting your communications, but also by remotely 

executing viruses as a result of automatically redirecting you, or 

tricking you into clicking on malicious links or pop-up ads. 

There are countless things you can do to be more proactive in 

ensuring you're browsing in the safest manner. Check out our tips:

Tips:

Change your browser settings so that no passwords or other login credentials are saved 

and stored automatically.  

 

Authorise a two-step authentication on accounts where possible. Doing this will prompt 

you for verification from a secondary device, like your mobile phone, when you're logging 

into an account. Popular services that you can enable two-factor authentication on include:

Google/gmail, LastPass, Apple, Facebook, Twitter, Dropbox, Microsoft Accounts, Yahoo! 

Mail, Amazon Web Services, LinkedIn, and more.  

 

Refrain from using a shared of public device when logging onto sites that house sensitive 

information (like online banking). While you can try utilising ways to protect yourself (like 

browsing in a private window), there is no absolute way to prevent data storage on these 

mediums, meaning your usage history and login credentials can easily be saved. 

 

Check if a website is https:// instead of http://. Sites that use https:// (the added 's' standing 

for 'secure'), adds an extra layer of security because they encrypt your data (which converts 

all information into a code to prevent unauthorised readability). To check if you are on an 

https:// connection, look for a padlock in the URL bar in the browser, or check the URL itself 

for it to begin with https://. Use the secure option wherever possible. 

 

Be careful when connecting to public and free wireless networks - one of a cybercriminals 

favourite methods of attack is to retrieve credentials by using wireless 'sniffers', which is 

software or hardware that intercepts data as it's transmitted over a network, and then 

decodes it into a format that's readable by humans, resulting in your login details ending up 

in the hands of cybercriminals.  

 

When shopping online, always use a service such as Paypal, rather than providing 

your credit or debit card details, as these services are more likely to reimburse you for 

fraudulent charges, should they occur. 

 

To stop the possibility of malicious ads and pop-ups occurring while you're browsing, 

consider changing your settings to disable Javascript, or employ a security extension to 

disable these. 
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If You Get Infected...

Unfortunately, the damage is usually already done by the time a virus presents itself 

with a pop-up telling you that your systems have been compromised and you're 

now infected. In this case, you have no choice but to contact your IT Provider so 

they can assist you in remediating your systems by utilising your backups. 

There are however, some cases where you're able to to stop a virus in its tracks, so 

the damage caused is minimised. For example; if you're being infected with Crypto- 

ransomware, you might notice strange behaviour while using your device - 

you'll see file names start to change, with .encrypted being tacked onto the end of 

them (e.g. example.png.encrypted or example.pdf.encrypted), and all of the 

original icons showing the types of files they were (e.g. the little picture symbol, or 

the word file symbol), will now be gone, and all files will have changed to a simple 

file symbol. 

If you see this occurring, or think that at any point, for whatever reason, you may be 

being infected, turn your device off immediately. Once your device is off, contact 

your IT provider and let them know that you think you have a virus, and why you 

think that is (whether it be that you noticed suspicious behaviour after opening an 

email, or going to a new website etc). 

Turning off your device in this instance, and contacting your IT Provider is the best 

option here, because if you were being infected, you've just stopped the virus at 

that point, rather than letting it run its full course, and if it turns out you were 

wrong, and you're not actually being infected, there's no harm done - it's a win, win 

situation! 

 
We can't stress enough, the importance of having 

sufficient backups in place, whether that be on your 

personal pc, or in business. If a disaster occurs, cyber 

or natural, and there are no backups in place, there'll 

simply be no data to recover, and you risk losing 

everything. 

Tip:



1300 661 859 | 184 Orlando Street, Coffs Harbour NSW 2450 | info@c3group.com.au

Useful Links:

www.scamwatch.gov.au 

Provides information to consumers and small businesses about how to 

recognise, avoid and report scams. 

 

www.acorn.gov.au 

The Australian Cybercrime Online Reporting Network (ACORN) is a national 

policing initiative that allows the public to securely report instances of 

cybercrime. 

 

www.staysmartonline.gov.au 

Australian Government's online safety and security website, designed to 

help everyone understand the risks and simple steps we can take to protect 

our personal and financial information online. 

 

www.c3group.com.au 

Check in on our latest news for cybersecurity tips, warnings and current 

trends in cybercrime.

Stay in the know! 

 

Check in on these sites from time-to-time to view updated tips on what to 

look out for, get warnings of the latest scams in play, and even find areas to 

report cybercriminal activities.



At C3 Group, our mission is to provide strategic alignment, linking business and technology to drive success. Having been in business for over two decades, we 

understand the application of technology as a key enabler for business efficiency and growth.  At the core, we're a tech company who specialises in providing 

outsourced management of your entire technology stack - we own that responsibility so you can focus on running your business! Our key offerings include: 

Managed IT Services, Private & Public Cloud Solutions, Connection & Collaboration Facilitators, 

Website Design & Hosting, Systems Integration, and App Development. 
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